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    Arc for Elixir

Arc for Elixir is an opinionated CQRS application framework for Phoenix and Plug on Cratis Chronicle, with model-bound commands and queries, validation, authorization, observable queries and opt-in TypeScript proxies for React.
[image: Hex.pm]
[image: Hex Docs]
[image: License: MIT]
[image: Discord]
Source preview. The package is built and tested here, but the API may still change, and nothing is claimed beyond what Limits and gaps says is verified.

Overview
You write a command or a query as a plain module. Arc binds, validates, authorizes and runs it, records the events it returns in Chronicle, and serves it to React, LiveView or any HTTP client.
defmodule Library.Authors.Registration.RegisterAuthor do
  @moduledoc "Registers a new author."

  use Arc.Command

  schema do
    field :id, Library.Authors.AuthorId, key: true, required: true
    field :name, :string, required: true, min_length: 2, max_length: 50
  end

  def handle(%__MODULE__{name: name}, _ctx),
    do: {:append, %Library.Authors.AuthorRegistered{name: name}}
end
	use Arc.Command / use Arc.ReadModel — declare commands and queries; fields, rules and authorization are declarations, handle/2 is the logic
	The Arc HTTP contract on Plug — @cratis/arc, @cratis/arc.react and Cratis Components work against it unchanged
	Phoenix and LiveView — the same commands and queries, in process, with forms that show pipeline errors on the right field
	Observable queries — re-run when Chronicle (or MongoDB) changes a read model, pushed over the multiplexed WebSocket or Server-Sent Events hub, in full or delta mode
	Tenancy — header, query string, claim or subdomain resolvers select the tenant, which scopes the Chronicle namespace and the MongoDB database
	MongoDB — cratis_arc_mongodb: tenant-aware databases, naming and BSON conventions, connection resolution and change stream observation
	Cross-cutting filters — authorize a whole namespace of commands and queries in one place
	Opt-in TypeScript proxies — mix arc.gen.proxies generates typed commands and queries, with the same validation as the server, only if you add the compiler; they can sit beside the Elixir they come from, as vertical slices
	Identity — /.cratis/me, typed identity details, development users for Lens, signed forwarded identity and on-behalf-of, as Arc on .NET
	The exact result envelopes — CommandResult and QueryResult match the Arc contract field for field, pinned by specs
	Chronicle underneath — returned events are appended with the caller's identity and correlation; constraint rejections reach the client as validation results
	Arc.Test — the real pipeline against Chronicle's in-memory kernel

Arc for Elixir works with Chronicle only. It is part of the Cratis family of Arc implementations for .NET, Kotlin and Java, Go and TypeScript, and follows the same HTTP contract.
Install
defp deps do
  [
    {:cratis_arc, "~> 0.1"}
  ]
end
Arc needs Elixir 1.18 or later and brings cratis_chronicle with it. Phoenix, Phoenix.HTML and Phoenix LiveView are optional: the LiveView support compiles only when phoenix_live_view is a dependency. CI builds and tests with Elixir 1.19.5 on Erlang/OTP 28.5.
Add import_deps: [:cratis_arc] to .formatter.exs so field :name, :string is not rewritten with parentheses.
Prerequisite: Chronicle running
docker pull cratis/chronicle:latest-development
docker run -d --name chronicle \
  -p 127.0.0.1:35000:35000 \
  -p 127.0.0.1:27017:27017 \
  cratis/chronicle:latest-development

The 127.0.0.1: prefixes keep both ports on your machine: the development kernel accepts well-known credentials and its MongoDB has no authentication.
Getting started
Get started builds an authors feature end to end: events, a command, a query, the HTTP API, a LiveView page and a test.
Documentation
	How Arc works
	Result envelopes, Commands, Queries and read models, Validation, Authorization and identity
	Hosting on Plug and on Phoenix
	LiveView
	React and generated proxies
	Testing, Observability, Configuration
	Samples and Limits and gaps
	Build and release — the pull request checks and the publishing pipeline

Samples
	Sample	Shows
	Samples/plug	The smallest Arc application: Bandit and a Plug router
	Samples/phoenix	The HTTP contract, LiveView and a React app served from one Phoenix endpoint
	Samples/frontend	A React app on the generated proxies

Samples/run-tests.sh builds and tests all three.
Contributing
cd Source/arc
mix deps.get
mix format --check-formatted
MIX_ENV=test mix compile --warnings-as-errors
mix test

cd ../..
Samples/run-tests.sh
ContractTests/run.sh

Pull requests need exactly one release label (major, minor, patch or no-release) and a description written as a release note; Build and release explains both. Design decisions are recorded in decisions. Questions and ideas are welcome on Discord; report confirmed bugs as issues.
License
MIT. See LICENSE.


  

    
Arc 
    



      
Arc for Elixir: an opinionated CQRS application framework for Phoenix and Plug, on Cratis
Chronicle.
You declare what your application does as plain modules, and Arc serves it:
	Arc.Command - a request struct with a handle/2 that decides and returns events
	Arc.ReadModel - queries over a Chronicle read model, snapshot or observable
	Arc.Application - the supervised runtime that discovers them
	Arc.Plug - the Arc HTTP contract, so @cratis/arc, @cratis/arc.react and Cratis
Components work against it unchanged
	Arc.LiveView - the same commands and queries, called in-process from LiveView
	Arc.ProxyGenerator - opt-in TypeScript proxies for React
	Arc.Test - ExUnit scenarios that run the real pipelines

Use execute/3 and query/5 to call the pipelines from code.

      


      
        Summary


  
    Functions
  


    
      
        context(application, opts \\ [])

      


        Builds a context for application from the given options.



    


    
      
        execute(application, command, opts \\ [])

      


        Executes a command through the full pipeline.



    


    
      
        new_id()

      


        A new UUID v4 string, for a command key such as a new author's id.



    


    
      
        query(application, read_model, name, args \\ %{}, opts \\ [])

      


        Executes a query of a read model by function name.



    





      


      
        Functions


        


    

  
    
      
    
    
      context(application, opts \\ [])



        
          
        

    

  


  

      

          @spec context(module(), keyword()) :: Arc.Context.t()


      


Builds a context for application from the given options.

  



    

  
    
      
    
    
      execute(application, command, opts \\ [])



        
          
        

    

  


  

      

          @spec execute(module(), struct() | {module(), map()}, keyword()) ::
  Arc.CommandResult.t()


      


Executes a command through the full pipeline.
command is a command struct, or a {module, wire_map} pair to bind a wire map first.
Options
	:principal, :tenant, :correlation_id, :causation_id, :metadata - context values
	:validate_only - authorize and validate without handling


  



  
    
      
    
    
      new_id()



        
          
        

    

  


  

      

          @spec new_id() :: String.t()


      


A new UUID v4 string, for a command key such as a new author's id.
%RegisterAuthor{id: Arc.new_id(), name: "Ada"}

  



    

    

  
    
      
    
    
      query(application, read_model, name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec query(module(), module(), atom(), map(), keyword()) :: Arc.QueryResult.t()


      


Executes a query of a read model by function name.
args are the declared parameters, as a map keyed by name (atoms or strings).
Options
	context options as for execute/3
	:page, :page_size, :sort_by, :sort_direction - see Arc.Pipeline.execute_query/5


  


        

      


  

    
Arc.Authentication.FromAssigns 
    



      
Reads the principal from conn.assigns[:arc_principal] (an Arc.Principal), or builds one from
the signed-in user your own authentication assigned: conn.assigns.current_scope.user (the
phx.gen.auth shape) or conn.assigns.current_user, a map with :id and optionally :name,
:email and :roles.

      




  

    
Arc.Authentication.MicrosoftIdentityPlatform 
    



      
Authenticates from the Microsoft identity platform headers an ingress supplies:
x-ms-client-principal (a base64 client principal), x-ms-client-principal-id and
x-ms-client-principal-name. These are what Azure App Service, Container Apps, Cratis AuthProxy
and the Lens browser extension send.
The headers are not signed by default. The handler ignores them, and the request stays
anonymous, unless the application sets trust_forwarded_identity_headers: true. Enable that only
when every request reaches the application through an ingress that authenticates callers, strips
caller-supplied identity headers and writes trusted replacements, and when nothing can reach the
application directly. The setting applies to every route.
config :my_app, MyApp.Arc,
  authentication: [Arc.Authentication.MicrosoftIdentityPlatform],
  trust_forwarded_identity_headers: true
To have the ingress attest the headers, enable signed forwarded identity:
with it there is no unsigned fallback. To let a support person or an agent act as a user, enable
on-behalf forwarding.
The principal
Without signing, all three headers must be present, otherwise the request is left to the next
handler. The id is the decoded x-ms-client-principal-id (RFC 8187 UTF-8'' form
percent-decoded). The name is the principal's userDetails, falling back to
x-ms-client-principal-name. Roles are userRoles plus claims of the role claim type
http://schemas.microsoft.com/ws/2008/06/identity/claims/role; sub and the name identifier come
from the id header, replacing any in the payload. The identity provider the ingress authenticated with is kept as the claim
urn:cratis:arc:identity:provider. A payload that is not a valid client principal fails the request with 401.

      




  

    
Arc.Authorization 
    



      
Authorization declarations and checks for commands and queries.
Declare requirements on the artifact:
authorize roles: ["admin"]      # at least one role
authorize :authenticated        # any signed-in caller
authorize policy: :can_publish  # a named `Arc.Policy`
allow_anonymous()
With no declaration an artifact is open. A query declaration (@query authorize: [...])
replaces the module-level declaration for that query.

      


      
        Summary


  
    Types
  


    
      
        requirement()

      


    





  
    Functions
  


    
      
        check(req, ctx, subject)

      


        Checks a requirement against the caller. Returns :ok, {:error, :unauthenticated} or
{:error, {:forbidden, reason}}.



    


    
      
        open()

      


        An empty requirement.



    





      


      
        Types


        


  
    
      
    
    
      requirement()



        
          
        

    

  


  

      

          @type requirement() :: %{
  roles: [String.t()],
  policy: atom() | nil,
  allow_anonymous: boolean(),
  authenticated?: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check(req, ctx, subject)



        
          
        

    

  


  

      

          @spec check(requirement(), Arc.Context.t(), term()) ::
  :ok | {:error, :unauthenticated | {:forbidden, String.t()}}


      


Checks a requirement against the caller. Returns :ok, {:error, :unauthenticated} or
{:error, {:forbidden, reason}}.

  



  
    
      
    
    
      open()



        
          
        

    

  


  

      

          @spec open() :: requirement()


      


An empty requirement.

  


        

      


  

    
Arc.Chronicle 
    



      
Appends the events a command returned to Chronicle.
Events are grouped by event source id, in the order returned, and each group is appended
atomically (Chronicle.append_with_result/3 for one event, append_many_with_result/3 for several). Constraint and concurrency violations
become validation results ("constraintViolation", "concurrencyViolation") so a client can
show them like any other rejection.

      


      
        Summary


  
    Functions
  


    
      
        append(events, default_source, ctx)

      


        Appends events for a command whose key is default_source.



    





      


      
        Functions


        


  
    
      
    
    
      append(events, default_source, ctx)



        
          
        

    

  


  

      

          @spec append(term(), String.t() | nil, Arc.Context.t()) ::
  :ok | {:error, [Arc.ValidationResult.t()]}


      


Appends events for a command whose key is default_source.
Returns :ok or {:error, results}.

  


        

      


  

    
Arc.CommandResult 
    



      
The outcome of executing a command, shaped as the Arc command result envelope.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        status(r)

      


        The HTTP status the Arc contract maps this result to.



    


    
      
        success?(r)

      


        Whether the command was authorized, valid and free of exceptions.



    


    
      
        to_wire(r)

      


        Converts the result to the wire envelope.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.CommandResult{
  authorization_failure_reason: term(),
  authorized?: term(),
  correlation_id: term(),
  events: term(),
  exception_messages: term(),
  exception_stack_trace: term(),
  response: term(),
  validation_results: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      status(r)



        
          
        

    

  


  

      

          @spec status(t()) :: 200 | 400 | 403 | 500


      


The HTTP status the Arc contract maps this result to.

  



  
    
      
    
    
      success?(r)



        
          
        

    

  


  

      

          @spec success?(t()) :: boolean()


      


Whether the command was authorized, valid and free of exceptions.

  



  
    
      
    
    
      to_wire(r)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: map()


      


Converts the result to the wire envelope.

  


        

      


  

    
Arc.Descriptor 
    



      
Compile-time metadata of a command or a read model, exposed as __arc__/0 on the artifact.
Discovery reads descriptors from compiled modules; there is no runtime reflection over source.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        command_route(descriptor, opts \\ [])

      


        The conventional route of a command, built from route_prefix, the namespace segments after
segments_to_skip, and the kebab-cased command name.



    


    
      
        query_name(descriptor, query)

      


        The fully qualified name of a query: the container module plus the PascalCase function name.



    


    
      
        query_route(descriptor, query, opts \\ [])

      


        The conventional route of a query.



    


    
      
        slice_location(descriptor, segments_to_skip)

      


        Resolves the module, feature and slice of an artifact from its namespace segments, with the
same rules the C# generator uses: fewer than three segments fill the deepest parts first.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Descriptor{
  authorization: term(),
  doc: term(),
  fields: term(),
  key: term(),
  kind: term(),
  model: term(),
  model_types: term(),
  module: term(),
  name: term(),
  namespace: term(),
  queries: term(),
  response: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      command_route(descriptor, opts \\ [])



        
          
        

    

  


  

      

          @spec command_route(t(), keyword()) :: String.t()


      


The conventional route of a command, built from route_prefix, the namespace segments after
segments_to_skip, and the kebab-cased command name.

  



  
    
      
    
    
      query_name(descriptor, query)



        
          
        

    

  


  

      

          @spec query_name(t(), Arc.Descriptor.Query.t()) :: String.t()


      


The fully qualified name of a query: the container module plus the PascalCase function name.

  



    

  
    
      
    
    
      query_route(descriptor, query, opts \\ [])



        
          
        

    

  


  

      

          @spec query_route(t(), Arc.Descriptor.Query.t(), keyword()) :: String.t()


      


The conventional route of a query.

  



  
    
      
    
    
      slice_location(descriptor, segments_to_skip)



        
          
        

    

  


  

      

          @spec slice_location(t(), integer()) :: {String.t(), String.t(), String.t()}


      


Resolves the module, feature and slice of an artifact from its namespace segments, with the
same rules the C# generator uses: fewer than three segments fill the deepest parts first.

  


        

      


  

    
Arc.Descriptor.Query 
    



      
Metadata of one query on a read model.

      




  

    
Arc.Filter behaviour
    



      
A cross-cutting rule that runs for commands and queries, whatever their own declarations say.
authorize protects one artifact. A filter protects many: a whole namespace, or everything that
matches a rule. Register filters on the application; they run in order, after the artifact's own
authorization and before validation or the query:
config :my_app, MyApp.Arc, filters: [MyApp.SecuredNamespace]

defmodule MyApp.SecuredNamespace do
  @behaviour Arc.Filter

  @impl true
  def on_command(ctx, %Arc.Descriptor{namespace: ["MyApp", "Secured" | _]}),
    do: require_role(ctx)

  def on_command(_ctx, _descriptor), do: :ok

  @impl true
  def on_query(ctx, %Arc.Descriptor{namespace: ["MyApp", "Secured" | _]}, _query),
    do: require_role(ctx)

  def on_query(_ctx, _descriptor, _query), do: :ok

  defp require_role(ctx) do
    if "Secured" in ctx.principal.roles,
      do: :ok,
      else: {:unauthorized, "Role 'Secured' is required."}
  end
end
Both callbacks are optional. A filter answers
	:ok - carry on
	{:unauthorized, reason} - the caller may not: the result is not authorized (HTTP 403) and
carries the reason. For an observable query the subscription ends with Unauthorized
	{:error, results} - reject with validation results

A filter sees the descriptor of the artifact (Arc.Descriptor, with module, name and
namespace) and the context, not the payload.

      


      
        Summary


  
    Types
  


    
      
        outcome()

      


    





  
    Callbacks
  


    
      
        on_command(t, t)

      


    


    
      
        on_query(t, t, t)

      


    





      


      
        Types


        


  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :ok | {:unauthorized, String.t()} | {:error, term()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      on_command(t, t)


        (optional)


        
          
        

    

  


  

      

          @callback on_command(Arc.Context.t(), Arc.Descriptor.t()) :: outcome()


      



  



  
    
      
    
    
      on_query(t, t, t)


        (optional)


        
          
        

    

  


  

      

          @callback on_query(Arc.Context.t(), Arc.Descriptor.t(), Arc.Descriptor.Query.t()) ::
  outcome()


      



  


        

      


  

    
Arc.Identity 
    



      
The identity the frontend shows: who the caller is, their roles, and application-specific details.
Authentication establishes an Arc.Principal; identity enrichment turns it into what the UI
needs. The two are separate on purpose: identity is presentation data and never an
authorization decision. Commands and queries are protected by authorize, not by what this
module returns.
The frontend reads it from GET /.cratis/me; LiveView reads it with
Arc.LiveView.assign_identity/2. Both call resolve/2, so they cannot disagree.
Providing details
Implement Arc.Identity.Provider and Arc discovers it:
defmodule MyApp.IdentityDetails do
  use Arc.Identity.Provider, details: MyApp.Identity.Details

  @impl true
  def details(%Arc.Identity.Context{id: id}) do
    {:ok, %MyApp.Identity.Details{display_name: MyApp.Accounts.display_name(id)}}
  end
end
details: names an Arc.Schema module. It is what /.cratis/identity-details/schema describes
and what proxy generation turns into a typed TypeScript class for useIdentity.
The three outcomes
	not authenticated - GET /.cratis/me answers 401
	authenticated but the provider returned {:unauthorized, details} - 403
	otherwise - 200 with {id, name, isAuthenticated, isAuthorized, roles, details}


      


      
        Summary


  
    Functions
  


    
      
        provider(application)

      


        The identity provider module of application, or nil.



    


    
      
        resolve(application, principal, opts \\ [])

      


        Resolves the identity of principal by running the application's identity provider.



    





      


      
        Functions


        


  
    
      
    
    
      provider(application)



        
          
        

    

  


  

      

          @spec provider(module()) :: module() | nil


      


The identity provider module of application, or nil.

  



    

  
    
      
    
    
      resolve(application, principal, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(module(), Arc.Principal.t(), keyword()) :: Arc.Identity.Result.t()


      


Resolves the identity of principal by running the application's identity provider.
Returns an Arc.Identity.Result. With no provider configured the details are an empty map.
The :tenant option is the tenant of the request, given to the provider.

  


        

      


  

    
Arc.Identity.Context 
    



      
The input of an identity details provider: the authenticated caller.
	:id - the identity identifier from the identity provider, "unknown" when absent
	:name - the display name
	:claims - {type, value} string pairs from the authenticated principal, including a
{"role", role} pair per role
	:principal - the full Arc.Principal
	:application and :tenant - the Arc application and the tenant of the request, so a
provider can read tenant-scoped data. context/1 turns them into an Arc.Context


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        context(identity)

      


        An Arc.Context for the caller: the application, principal and tenant of the identity request,
for example to read a profile with Arc.MongoDB.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Identity.Context{
  application: module() | nil,
  claims: [{String.t(), String.t()}],
  id: String.t(),
  name: String.t(),
  principal: Arc.Principal.t() | nil,
  tenant: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      context(identity)



        
          
        

    

  


  

      

          @spec context(t()) :: Arc.Context.t()


      


An Arc.Context for the caller: the application, principal and tenant of the identity request,
for example to read a profile with Arc.MongoDB.

  


        

      


  

    
Arc.Identity.Details 
    



      
The result of an identity details provider, when it needs more than {:ok, details}:
whether the user may enter the application at all, and the details to show.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Identity.Details{authorized?: boolean(), details: term()}


      



  


        

      


  

    
Arc.Identity.OnBehalfOf 
    



      
Acting on behalf of a user: verifies the RS256 assertion Cratis AuthProxy signs for an on-behalf
session and attaches the actor to the represented user's principal.
Inside such a request two identities matter. The represented user is the request principal,
and decides what the request may do: roles, tenant and authorization are theirs. The actor
is who actually acts, and is available as principal.actor and recorded by Chronicle as the
cause of every event, on behalf of the represented user.
The ingress forwards the usual x-ms-client-principal* headers plus x-cratis-on-behalf-actor
(the actor's base64 client principal) and x-cratis-on-behalf-assertion (a compact RS256 JWS).
Enable it with the on_behalf_of option, which also needs trust_forwarded_identity_headers:
config :my_app, MyApp.Arc,
  trust_forwarded_identity_headers: true,
  on_behalf_of: [
    enabled: true,
    issuer: "https://authproxy.example.com",
    audience: "https://app.example.com",
    service: "portal",
    clock_skew: 30,
    signing_keys: [[key_id: "authproxy-2026", public_key_pem: "-----BEGIN PUBLIC KEY-----\n..."]]
  ]
service is optional: set it when the ingress fronts several services with the same keys,
so an assertion issued for another service is refused. clock_skew is in seconds. Signing keys
must be RSA public keys of at least 2048 bits in PEM form; a private key is refused so the
signing secret never reaches configuration.
Arc accepts a forward only when the assertion passes every check: RS256 with a configured kid
and no crit header; the issuer; the audience; nbf and exp present, now within them allowing
for the skew, and a lifetime of at most five minutes; the purpose on-behalf-forward; the service,
when configured; jti present and not used before; the represented user's principal hash,
subject and id header; the actor hash and subject; the tenant, when the request carries the
tenant header; and htm and htu, when present. The actor must be a valid client principal
whose userId differs from the represented user's.
The replay check is in memory and per application process. With several nodes a captured
assertion can be replayed once to each other node within its lifetime. The ingress must strip
every inbound x-cratis-on-behalf-* and x-ms-client-principal* header.

      


      
        Summary


  
    Functions
  


    
      
        actor_header()

      


    


    
      
        admit(config)

      


        Whether on-behalf forwarding may be used at all: the host trusts forwarded identity headers and
the feature is enabled. Returns nil or the failure.



    


    
      
        assertion_header()

      


    


    
      
        attach(forward, represented, app, config, keys, now)

      


        Verifies an on-behalf forward and returns the actor.



    


    
      
        present?(has_header)

      


        Whether the request carries either on-behalf header.



    


    
      
        signing_keys(config)

      


        Reads and validates the configured signing keys. {:ok, %{key_id => rsa_public_key}} or {:error, problem}.



    





      


      
        Functions


        


  
    
      
    
    
      actor_header()



        
          
        

    

  


  


  



  
    
      
    
    
      admit(config)



        
          
        

    

  


  

      

          @spec admit(keyword()) :: String.t() | nil


      


Whether on-behalf forwarding may be used at all: the host trusts forwarded identity headers and
the feature is enabled. Returns nil or the failure.

  



  
    
      
    
    
      assertion_header()



        
          
        

    

  


  


  



  
    
      
    
    
      attach(forward, represented, app, config, keys, now)



        
          
        

    

  


  

      

          @spec attach(
  map(),
  Arc.Principal.t(),
  module(),
  keyword(),
  {:ok, map()} | {:error, String.t()},
  integer()
) :: {:ok, Arc.Principal.t(), integer()} | {:error, String.t()}


      


Verifies an on-behalf forward and returns the actor.
forward is %{principal:, principal_id:, actor:, assertion:, tenant:, method:, path:} with the
raw header values. represented is the represented user's principal. Returns {:ok, actor, valid_until} (unix seconds) or {:error, reason}.

  



  
    
      
    
    
      present?(has_header)



        
          
        

    

  


  

      

          @spec present?((String.t() -> boolean())) :: boolean()


      


Whether the request carries either on-behalf header.

  



  
    
      
    
    
      signing_keys(config)



        
          
        

    

  


  

      

          @spec signing_keys(keyword()) :: {:ok, map()} | {:error, String.t()}


      


Reads and validates the configured signing keys. {:ok, %{key_id => rsa_public_key}} or {:error, problem}.

  


        

      


  

    
Arc.Identity.Provider behaviour
    



      
Supplies the application-specific details of the signed-in user.
details/1 runs on every identity request, with a fresh Arc.Identity.Context. Cache expensive
lookups inside it. It may return:
	{:ok, details} - the user may enter; details is a map or an Arc.Schema struct
	{:unauthorized, details} - the user is authenticated but may not use the application (403)
	an Arc.Identity.Details struct, equivalent to the above

Use use Arc.Identity.Provider, details: MyApp.Details to declare the details type; Arc
discovers the provider from its application modules. At most one provider may exist per
application, or name one explicitly with the identity_details: option.

      


      
        Summary


  
    Callbacks
  


    
      
        details(t)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      details(t)



        
          
        

    

  


  

      

          @callback details(Arc.Identity.Context.t()) ::
  {:ok, term()} | {:unauthorized, term()} | Arc.Identity.Details.t()


      



  


        

      


  

    
Arc.Identity.Result 
    



      
The resolved identity, as served from /.cratis/me.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        status(result)

      


        The HTTP status the identity contract maps this result to.



    


    
      
        to_wire(result)

      


        Converts the result to the /.cratis/me body.



    


    
      
        unauthenticated()

      


        The result for a caller who is not signed in.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Identity.Result{
  authenticated?: boolean(),
  authorized?: boolean(),
  details: term(),
  id: String.t() | nil,
  name: String.t() | nil,
  roles: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      status(result)



        
          
        

    

  


  

      

          @spec status(t()) :: 200 | 401 | 403


      


The HTTP status the identity contract maps this result to.

  



  
    
      
    
    
      to_wire(result)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: map()


      


Converts the result to the /.cratis/me body.

  



  
    
      
    
    
      unauthenticated()



        
          
        

    

  


  

      

          @spec unauthenticated() :: t()


      


The result for a caller who is not signed in.

  


        

      


  

    
Arc.Identity.SignedForwarding 
    



      
Signed forwarded identity: an ingress attests the identity headers it sends with an
HMAC-SHA256 over the request, so the headers are no longer trusted merely because they are present.
It is opt-in. Set trust_forwarded_identity_headers: true and forwarded_identity: [enabled: true, …]:
config :my_app, MyApp.Arc,
  trust_forwarded_identity_headers: true,
  forwarded_identity: [
    enabled: true,
    audience: "my-app",
    keys: [[key_id: "k1", secret_base64: System.fetch_env!("ARC_FORWARDED_IDENTITY_KEY")]]
  ]
Each secret is exactly 32 random bytes, standard-base64 encoded; configure 1 to 8 keys with
distinct, case-sensitive ids, from your secret provider, never from a committed file. With signing
enabled there is no unsigned fallback: a missing, malformed, expired, replayed or incorrectly signed
credential establishes no identity, name, roles or actor.
The wire contract
The ingress sends exactly one x-cratis-forwarded-identity-signature value, v1.<kid>.<ts>.<nonce>.<mac>,
at most 256 ASCII bytes: kid matches [A-Za-z0-9_-]{1,64}, ts is decimal Unix seconds, nonce is
unpadded base64url of 32 fresh random bytes, and mac is unpadded base64url of the 32-byte
HMAC-SHA256 over the canonical bytes. The canonical bytes start with
Cratis.AuthProxy.ForwardedIdentity.v1\n followed by frames F(s) (the UTF-8 byte count, :, the
string, a line feed) for the audience, key id, timestamp, nonce, method, escaped path, the covered
header count, and each covered header's lowercase name and value in ordinal order. Covered headers
are every x-ms-client-principal* and x-cratis-on-behalf* header, x-cratis-token-client-id,
x-cratis-token-scope, x-cratis-tenant-id, tenant-id, x-cratis-microservice, service-id
and the configured tenant header. Every covered header must have exactly one value. The method and
the path (with percent-escape hex digits uppercased) are bound; the query and body are not.
A timestamp is accepted from 60 seconds in the past to 30 seconds in the future. The nonce is
reserved only after the MAC and the identity bindings succeed, so an invalid attempt cannot poison it.
Replay memory is per application process, like Arc on .NET: it is not shared across nodes or restarts.
The application must be started (MyApp.Arc in the supervision tree); without it replays cannot be
detected and every signed request is rejected.
This attests identity and bindings, not tenant existence, tenant membership, request-body integrity
or authorization. Use TLS and restrict backend ingress; a shared-key verifier can also forge
identities, so provision service-specific secrets.

      


      
        Summary


  
    Functions
  


    
      
        authenticate(conn, app, config, now \\ nil)

      


        Authenticates a connection. Returns {:authenticated, principal}, :anonymous (no credential),
or {:failed, reason} with a fixed reason code.



    


    
      
        credential?(names)

      


        Whether any header carries a forwarded-identity credential.



    


    
      
        header()

      


    





      


      
        Functions


        


    

  
    
      
    
    
      authenticate(conn, app, config, now \\ nil)



        
          
        

    

  


  

      

          @spec authenticate(Plug.Conn.t(), module(), keyword(), integer() | nil) ::
  {:authenticated, Arc.Principal.t()} | :anonymous | {:failed, String.t()}


      


Authenticates a connection. Returns {:authenticated, principal}, :anonymous (no credential),
or {:failed, reason} with a fixed reason code.

  



  
    
      
    
    
      credential?(names)



        
          
        

    

  


  

      

          @spec credential?([String.t()]) :: boolean()


      


Whether any header carries a forwarded-identity credential.

  



  
    
      
    
    
      header()



        
          
        

    

  


  


  


        

      


  

    
Arc.Identity.Tenant 
    



      
A development tenant, as listed by /.cratis/tenants.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Identity.Tenant{id: String.t(), name: String.t()}


      



  


        

      


  

    
Arc.Identity.TenantsProvider behaviour
    



      
Lists the tenants a tool such as Lens offers to select.
This is a development seam, unrelated to how a request's tenant is resolved.

      


      
        Summary


  
    Callbacks
  


    
      
        tenants()

      


    





      


      
        Callbacks


        


  
    
      
    
    
      tenants()



        
          
        

    

  


  

      

          @callback tenants() :: [Arc.Identity.Tenant.t()]


      



  


        

      


  

    
Arc.Identity.User 
    



      
A development user, as listed by /.cratis/users for tools such as Lens.
The wire shape matches the other Arc implementations: a microsoftIdentity client principal
and application details.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Identity.User{
  claims: [{String.t(), String.t()}],
  details: term(),
  identity_provider: String.t(),
  roles: [String.t()],
  user_details: String.t(),
  user_id: String.t()
}


      



  


        

      


  

    
Arc.Identity.UsersProvider behaviour
    



      
Lists the development users a tool such as Lens offers to sign in as.
Implement it in a development-only module; Arc discovers it. It is not authentication:
a user list is not proof of identity or membership.

      


      
        Summary


  
    Callbacks
  


    
      
        users()

      


    





      


      
        Callbacks


        


  
    
      
    
    
      users()



        
          
        

    

  


  

      

          @callback users() :: [Arc.Identity.User.t()]


      



  


        

      


  

    
Arc.Naming 
    



      
Name conversions shared by routing, the wire format and proxy generation.
Elixir names are snake_case; the Arc wire format and the generated TypeScript use
camelCase; conventional routes use lowercase kebab-case.

      


      
        Summary


  
    Functions
  


    
      
        camel(name)

      


        Converts a snake_case name or atom to camelCase.



    


    
      
        kebab(name)

      


        Converts a PascalCase or camelCase name to kebab-case.



    


    
      
        module_parts(module)

      


        Splits a module into its namespace segments and its name.



    


    
      
        pascal(name)

      


        Converts a snake_case function name to PascalCase, for query proxy class names.



    





      


      
        Functions


        


  
    
      
    
    
      camel(name)



        
          
        

    

  


  

      

          @spec camel(atom() | String.t()) :: String.t()


      


Converts a snake_case name or atom to camelCase.
iex> Arc.Naming.camel(:first_name)
"firstName"

  



  
    
      
    
    
      kebab(name)



        
          
        

    

  


  

      

          @spec kebab(atom() | String.t()) :: String.t()


      


Converts a PascalCase or camelCase name to kebab-case.
iex> Arc.Naming.kebab("RegisterAuthor")
"register-author"

  



  
    
      
    
    
      module_parts(module)



        
          
        

    

  


  

      

          @spec module_parts(module()) :: {[String.t()], String.t()}


      


Splits a module into its namespace segments and its name.
iex> Arc.Naming.module_parts(MyApp.Authors.Registration.RegisterAuthor)
{["MyApp", "Authors", "Registration"], "RegisterAuthor"}

  



  
    
      
    
    
      pascal(name)



        
          
        

    

  


  

      

          @spec pascal(atom() | String.t()) :: String.t()


      


Converts a snake_case function name to PascalCase, for query proxy class names.
iex> Arc.Naming.pascal(:all_authors)
"AllAuthors"

  


        

      


  

    
Arc.Page 
    



      
A page of results from a query that pages itself, for example a query over a database.
Return {:ok, %Arc.Page{items: items, total: total}} from a query and Arc reports the
paging block of the result envelope from it instead of paging a list in memory.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Page{
  items: [term()],
  page: non_neg_integer(),
  size: non_neg_integer(),
  total: non_neg_integer()
}


      



  


        

      


  

    
Arc.Plug.SseHub 
    



      
The multiplexed Server-Sent Events hub at /.cratis/queries/sse.
It carries the same protocol as the WebSocket hub (Arc.Plug.Hub), for clients that cannot or
do not want a WebSocket. A browser EventSource can only receive, so the two directions use
two requests:
	GET /.cratis/queries/sse opens the stream. It starts with a Connected message whose
payload is the connection id, and carries every QueryResult, Unauthorized, Error and
keep-alive Ping message as a data: event.
	POST /.cratis/queries/sse/subscribe with {connectionId, queryId, revision, request} adds
or revision-replaces a subscription on the stream.
	POST /.cratis/queries/sse/unsubscribe with {connectionId, queryId, revision} cancels one.

Closing the stream ends every subscription it owns. A control request for an unknown connection,
or from a caller other than the one that opened the stream, is answered 404 (the same status
for both, so a connection id is never confirmed to someone else). The caller is compared on the
principal id and whether it is authenticated; the tenant is not compared, and each subscription
runs with the context of the POST that created it, so a client that sets the tenant header on
its control requests subscribes in that tenant. A connection opened by an anonymous caller has
no identity to bind to.

      




  

    
Arc.Policy behaviour
    



      
A named authorization policy. Register it on the application with policies: [can_publish: MyApp.Policies.CanPublish].

      


      
        Summary


  
    Callbacks
  


    
      
        authorize?(t, subject)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      authorize?(t, subject)



        
          
        

    

  


  

      

          @callback authorize?(Arc.Context.t(), subject :: term()) :: boolean()


      



  


        

      


  

    
Arc.QueryResult 
    



      
The outcome of executing a query, shaped as the Arc query result envelope.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        status(r)

      


        The HTTP status the Arc contract maps this result to.



    


    
      
        success?(r)

      


        Whether the query was ready, authorized, valid and free of exceptions.



    


    
      
        to_wire(r)

      


        Converts the result to the wire envelope.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.QueryResult{
  authorized?: term(),
  correlation_id: term(),
  data: term(),
  exception_messages: term(),
  exception_stack_trace: term(),
  paging: term(),
  ready?: term(),
  validation_results: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      status(r)



        
          
        

    

  


  

      

          @spec status(t()) :: 200 | 202 | 400 | 403 | 500


      


The HTTP status the Arc contract maps this result to.

  



  
    
      
    
    
      success?(r)



        
          
        

    

  


  

      

          @spec success?(t()) :: boolean()


      


Whether the query was ready, authorized, valid and free of exceptions.

  



  
    
      
    
    
      to_wire(r)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: map()


      


Converts the result to the wire envelope.

  


        

      


  

    
Arc.Schema.Field 
    



      
Typed metadata for one declared field.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Schema.Field{
  default: term(),
  doc: String.t() | nil,
  key?: boolean(),
  name: atom(),
  nullable?: boolean(),
  required?: boolean(),
  rules_source: keyword(),
  type: Arc.Types.t()
}


      



  


        

      


  

    
Arc.Subscription 
    



      
One live subscription to an observable query.
A subscription is a process under the application's dynamic supervisor. It runs the query,
sends the owner {:arc_query_result, id, %Arc.QueryResult{}}, and sends another every time a
watched read model changes or a topic is notified. It monitors the owner and ends with it.
It uses restart: :temporary: a failing subscription ends instead of restarting and failing
again in a loop; the client resubscribes.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start(app, spec)

      


        Starts a subscription. spec is a map with :owner, :id, :descriptor, :query, :args,
:ctx and :opts. Requires the application to be started.



    


    
      
        stop(pid)

      


        Stops a subscription.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start(app, spec)



        
          
        

    

  


  

      

          @spec start(module(), map()) :: {:ok, pid()} | {:error, term()}


      


Starts a subscription. spec is a map with :owner, :id, :descriptor, :query, :args,
:ctx and :opts. Requires the application to be started.

  



  
    
      
    
    
      stop(pid)



        
          
        

    

  


  

      

          @spec stop(pid()) :: :ok


      


Stops a subscription.

  


        

      


  

    
Arc.Tenancy behaviour
    



      
Resolves which tenant a request is for.
Tenancy has three separate decisions. Selection (this module) resolves the tenant id.
Membership authorization checks that the caller may use it, and is yours to enforce.
Storage isolation decides where data lives: ArcMongo names the database after the tenant,
and Arc maps the tenant to the Chronicle event store namespace. None of these replaces the
others, and a resolver only selects: a caller-controlled header, query string or host is not
membership evidence.
The resolved tenant is ctx.tenant: a string, or nil when nothing selected one. nil and
"Default" are both the default tenant (see default?/1) and select the default database
and the default Chronicle namespace; they are not rejected.
Configuration
The :tenancy option of the Arc application selects one resolver:
config :my_app, MyApp.Arc,
  tenancy: [resolver: :header, header: "x-cratis-tenant-id"]
	Resolver	Options	Default
	:header	:header	"x-cratis-tenant-id" (or the :tenant_header option)
	:query	:query_parameter	"tenantId"
	:claim	:claim_type	"tenant_id"
	:subdomain	:base_domain (required), :header	falls back to the header
	:fixed	:tenant_id	"development"
	:development	:tenant_id	"development", same behavior as :fixed

resolver may also be a module implementing this behaviour, for example one that consults a
session. The :claim resolver reads the principal, so authentication must have run; the
:subdomain resolver's fallback header is client-supplied, so strip it at your ingress.
A subdomain resolves a tenant only when it is exactly one DNS label in front of :base_domain:
acme.myapp.com is acme, while myapp.com, acme.staging.myapp.com, IP literals and
unrelated hosts such as evil-myapp.com fall back to the header. The base domain is required
and must be a registrable domain you own (at least two letter-digit-hyphen labels, never an
address literal); the application refuses to start otherwise, because without it every request
would silently take its tenant from the client-supplied header.
Hosts are matched after Unicode compatibility mapping (NFKC), the ideographic and fullwidth
full stops count as label separators and zero-width characters are ignored. Internationalized
labels are not converted to punycode: write them as xn-- labels in configuration and traffic.

      


      
        Summary


  
    Callbacks
  


    
      
        resolve(t, t, keyword)

      


        Selects the tenant id for a request.



    





  
    Functions
  


    
      
        chronicle_options(chronicle, tenant)

      


        The Chronicle options that scope a call to the tenant: namespace: tenant for a named tenant,
nothing for the default one. An explicit :namespace in chronicle wins.



    


    
      
        default?(tenant)

      


        Whether a tenant is the default: not set, empty, or "Default".



    


    
      
        options(config)

      


        The normalized tenancy options of an application configuration.



    


    
      
        resolve(conn, principal, config)

      


        Resolves the tenant of a request with the configured resolver.



    


    
      
        validate!(config)

      


        Validates the tenancy configuration, raising ArgumentError when it is unusable.



    





      


      
        Callbacks


        


  
    
      
    
    
      resolve(t, t, keyword)



        
          
        

    

  


  

      

          @callback resolve(Plug.Conn.t(), Arc.Principal.t(), keyword()) :: String.t() | nil


      


Selects the tenant id for a request.
principal is the authenticated caller (or anonymous) and conn the request.

  


        

      

      
        Functions


        


  
    
      
    
    
      chronicle_options(chronicle, tenant)



        
          
        

    

  


  

      

          @spec chronicle_options(keyword(), String.t() | nil) :: keyword()


      


The Chronicle options that scope a call to the tenant: namespace: tenant for a named tenant,
nothing for the default one. An explicit :namespace in chronicle wins.

  



  
    
      
    
    
      default?(tenant)



        
          
        

    

  


  

      

          @spec default?(String.t() | nil) :: boolean()


      


Whether a tenant is the default: not set, empty, or "Default".

  



  
    
      
    
    
      options(config)



        
          
        

    

  


  

      

          @spec options(keyword()) :: keyword()


      


The normalized tenancy options of an application configuration.
Raises ArgumentError when the configuration cannot select a tenant safely, for example a
subdomain resolver without a usable base domain.

  



  
    
      
    
    
      resolve(conn, principal, config)



        
          
        

    

  


  

      

          @spec resolve(Plug.Conn.t(), Arc.Principal.t(), keyword()) :: String.t() | nil


      


Resolves the tenant of a request with the configured resolver.

  



  
    
      
    
    
      validate!(config)



        
          
        

    

  


  

      

          @spec validate!(keyword()) :: :ok


      


Validates the tenancy configuration, raising ArgumentError when it is unusable.

  


        

      


  

    
Arc.Test.Case 
    



      
ExUnit.CaseTemplate that starts an in-memory Chronicle client per test and puts an
Arc.Test.Scenario in the context as :arc.
Options: :application (required) and every option of Chronicle.Testing.start_supervised_client/1
(:event_types, :reactors, :reducers, :constraints, ...). Also:
	configure: true - point the application's configuration at the test client with
Arc.Test.configure/2, for tests that go through the HTTP host or LiveView
	observable: true - also start the application's supervisor, for observable-query tests

Both are global, so such tests cannot run with async: true. Do not use observable: true when
the application already starts application in its supervision tree.

      




  

    
Arc.Test.Scenario 
    



      
The application and Chronicle test client of one test.

      




  

    
Arc.Types 
    



      
The field types Arc understands, and conversion between wire values and Elixir values.
A type is one of :string, :integer, :float, :boolean, :uuid, :date, :datetime,
:map, {:list, type}, a Chronicle.Concept module (a strongly typed wrapper over one
primitive), or a module that use Arc.Schema (a nested type).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        cast(module, v)

      


        Converts a wire value to the Elixir value of type.



    


    
      
        concept?(module)

      


        Whether module is a Chronicle.Concept.



    


    
      
        concept_primitive(module)

      


        Resolves a concept to the primitive it wraps (:string, :integer, :float, :boolean or :uuid).



    


    
      
        describe(type)

      


        A human-readable name for a type, used in validation messages.



    


    
      
        primitive?(type)

      


        Whether type is one of the built-in primitive types.



    


    
      
        schema?(module)

      


        Whether module is an Arc schema (declares fields with schema do ... end).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: atom() | {:list, t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cast(module, v)



        
          
        

    

  


  

      

          @spec cast(t(), term()) :: {:ok, term()} | :error


      


Converts a wire value to the Elixir value of type.
Strings are accepted for numbers and booleans so the same function converts query-string
arguments. Returns {:ok, value} or :error.

  



  
    
      
    
    
      concept?(module)



        
          
        

    

  


  

      

          @spec concept?(term()) :: boolean()


      


Whether module is a Chronicle.Concept.

  



  
    
      
    
    
      concept_primitive(module)



        
          
        

    

  


  

      

          @spec concept_primitive(module()) :: atom()


      


Resolves a concept to the primitive it wraps (:string, :integer, :float, :boolean or :uuid).

  



  
    
      
    
    
      describe(type)



        
          
        

    

  


  

      

          @spec describe(t()) :: String.t()


      


A human-readable name for a type, used in validation messages.

  



  
    
      
    
    
      primitive?(type)



        
          
        

    

  


  

      

          @spec primitive?(term()) :: boolean()


      


Whether type is one of the built-in primitive types.

  



  
    
      
    
    
      schema?(module)



        
          
        

    

  


  

      

          @spec schema?(term()) :: boolean()


      


Whether module is an Arc schema (declares fields with schema do ... end).

  


        

      


  

    
Arc.Watch behaviour
    



      
A source of change notifications for observable queries.
@observe watch: [...] accepts Chronicle read model modules, and {module, target} pairs where
module implements this behaviour. Persistence packages use it to re-run a query when their
data changes, for example ArcMongo.watch/1 over a MongoDB change stream.
subscribe/3 runs when the subscription starts, with the context of the caller (so a watcher
can follow the caller's tenant), and must arrange for {:arc_notify, target} to be sent to
owner whenever the watched data may have changed. Arc debounces bursts and re-runs the query.
unsubscribe/1 is called with the returned handle when the subscription ends.

      


      
        Summary


  
    Callbacks
  


    
      
        subscribe(target, ctx, owner)

      


    


    
      
        unsubscribe(handle)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      subscribe(target, ctx, owner)



        
          
        

    

  


  

      

          @callback subscribe(target :: term(), ctx :: Arc.Context.t(), owner :: pid()) ::
  {:ok, handle :: term()} | {:error, term()}


      



  



  
    
      
    
    
      unsubscribe(handle)



        
          
        

    

  


  

      

          @callback unsubscribe(handle :: term()) :: :ok


      



  


        

      


  

    
Arc.Wire 
    



      
Converts Elixir values to the JSON-ready shape of the Arc wire format.
Struct and map keys become camelCase; Chronicle.Concept values become the primitive they
wrap; dates and times become ISO 8601 strings; nil stays nil.

      


      
        Summary


  
    Functions
  


    
      
        encode(value)

      


        Encodes term to a value Jason can encode.



    





      


      
        Functions


        


  
    
      
    
    
      encode(value)



        
          
        

    

  


  

      

          @spec encode(term()) :: term()


      


Encodes term to a value Jason can encode.

  


        

      


  

    
Arc.Command behaviour
    



      
A model-bound command: a module whose struct is the request and whose handle/2 decides.
defmodule MyApp.Authors.Registration.RegisterAuthor do
  @moduledoc "Registers a new author."
  use Arc.Command

  schema do
    field :id, :uuid, key: true, required: true
    field :name, :string, required: true, max_length: 100
  end

  def handle(%__MODULE__{} = command, _ctx) do
    {:append, %MyApp.Authors.AuthorRegistered{name: command.name}}
  end
end
Callbacks
	provide/2 (optional) - load data after authorization and validation; return :ok,
{:ok, map} (merged into ctx.provided) or {:error, results}.
	validate/2 (optional) - cross-field rules; return :ok or {:error, results}.
	handle/2 - decide. A command either records what happened or is rejected; it never
succeeds as a silent no-op.

What handle/2 returns
	{:append, events} - append one event or a list to Chronicle. The event source id is the
command's key: true field; wrap an event as {event_source_id, event} to target another.
	{:append, events, response} - append and return a value to the client.
	{:ok, response} - succeed without recording an event, for example a command that only
calls a collaborator. Prefer {:append, ...} for state changes.
	{:error, results} - reject with a list of (or one) Arc.ValidationResult.

Declarations
	authorize/1 and allow_anonymous/0 - see Arc.Authorization
	response/1 - the type returned to the client, for the generated proxy


      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Callbacks
  


    
      
        handle(struct, t)

      


    


    
      
        provide(struct, t)

      


    


    
      
        validate(struct, t)

      


    





  
    Functions
  


    
      
        allow_anonymous()

      


        Allows anonymous callers.



    


    
      
        authorize(requirement)

      


        Declares who may run the command. See Arc.Authorization.



    


    
      
        response(type)

      


        Declares the response type, for example response :string or response MyApp.Receipt.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:append, term()}
  | {:append, term(), term()}
  | {:ok, term()}
  | {:error, Arc.ValidationResult.t() | [Arc.ValidationResult.t()]}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle(struct, t)



        
          
        

    

  


  

      

          @callback handle(struct(), Arc.Context.t()) :: result()


      



  



  
    
      
    
    
      provide(struct, t)


        (optional)


        
          
        

    

  


  

      

          @callback provide(struct(), Arc.Context.t()) ::
  :ok
  | {:ok, map()}
  | {:error, Arc.ValidationResult.t() | [Arc.ValidationResult.t()]}


      



  



  
    
      
    
    
      validate(struct, t)


        (optional)


        
          
        

    

  


  

      

          @callback validate(struct(), Arc.Context.t()) ::
  :ok | {:error, Arc.ValidationResult.t() | [Arc.ValidationResult.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allow_anonymous()


        (macro)


        
          
        

    

  


  

Allows anonymous callers.

  



  
    
      
    
    
      authorize(requirement)


        (macro)


        
          
        

    

  


  

Declares who may run the command. See Arc.Authorization.

  



  
    
      
    
    
      response(type)


        (macro)


        
          
        

    

  


  

Declares the response type, for example response :string or response MyApp.Receipt.

  


        

      


  

    
Arc.ReadModel 
    



      
A read model container: the module that declares queries over one model type.
The model is any struct, typically a Chronicle read model. Arc infers the TypeScript shape
from its fields, so the model stays a plain Chronicle read model.
defmodule MyApp.Authors.Listing.Authors do
  @moduledoc "Queries over authors."
  use Arc.ReadModel, model: MyApp.Authors.Author

  @query many: true
  def all_authors(_args, _ctx), do: Chronicle.all(MyApp.Authors.Author)

  @query params: [id: :uuid], many: false
  def by_id(%{id: id}, _ctx), do: Chronicle.read_model(MyApp.Authors.Author, id)

  @observe many: true, watch: [MyApp.Authors.Author]
  def live_authors(_args, _ctx), do: Chronicle.all(MyApp.Authors.Author)
end
Each annotated function takes (args, ctx) where args is a map of the declared, converted
parameters, and returns {:ok, value} or {:error, results}.
Options of use Arc.ReadModel
	:model - (required) the struct the queries return
	:types - overrides for inferred field types in the generated proxy, for example
types: [id: :uuid]. Arc infers a type from each struct default; a nil or "" default is a string.

@query / @observe options
	:params - keyword list of name: type, or name: {type, optional: true}
	:many - the query returns a list (default true); Arc applies page, pageSize,
sortBy and sortDirection to lists unless the function returns an Arc.Page
	:authorize / :allow_anonymous - override the module-level declaration
	:http_method - :get or :query to prefer one in the generated client

@observe additionally takes:
	:watch - Chronicle read model modules; the query re-runs when any of them changes
	:topics - Arc.Notifier topics that re-run the query when notified


      


      
        Summary


  
    Functions
  


    
      
        allow_anonymous()

      


        Allows anonymous callers for every query of the module.



    


    
      
        authorize(requirement)

      


        Declares who may run every query of the module. See Arc.Authorization.



    





      


      
        Functions


        


  
    
      
    
    
      allow_anonymous()


        (macro)


        
          
        

    

  


  

Allows anonymous callers for every query of the module.

  



  
    
      
    
    
      authorize(requirement)


        (macro)


        
          
        

    

  


  

Declares who may run every query of the module. See Arc.Authorization.

  


        

      


  

    
Arc.Schema 
    



      
Declares the fields of a command, a parameter object or a nested type.
defmodule MyApp.Authors.Address do
  use Arc.Schema

  schema do
    field :street, :string, required: true
    field :city, :string
  end
end
schema defines the struct and records typed metadata that Arc uses to bind requests,
validate input and generate TypeScript.
Field options
	:required - the value must be present (client rule notEmpty)
	:nullable - the value may be nil; defaults to true unless :required
	:key - this field identifies the command's event source
	:default - the struct default
	:doc - documentation, written into the generated proxy
	:min_length, :max_length, :email, :matches (a regex source string),
:min, :max, :greater_than, :less_than - declarative rules, evaluated on the server
and written into the generated validators


      


      
        Summary


  
    Functions
  


    
      
        cast(module, wire)

      


        Binds a wire map (string keys, camelCase) to the struct of module.



    


    
      
        field(name, type, opts \\ [])

      


        Declares one field. See the module documentation for options.



    


    
      
        model_fields(module)

      


        The fields of any struct module: declared fields for an Arc schema, otherwise inferred from the
struct's defaults (for example a Chronicle read model). An nil default is inferred as a string,
matching how Chronicle registers it.



    


    
      
        schema(list)

      


        Groups field/3 declarations and defines the struct, so %__MODULE__{} can be used in the
functions that follow.



    





      


      
        Functions


        


  
    
      
    
    
      cast(module, wire)



        
          
        

    

  


  

      

          @spec cast(module(), map()) :: {:ok, struct()} | {:error, [Arc.ValidationResult.t()]}


      


Binds a wire map (string keys, camelCase) to the struct of module.
Returns {:ok, struct} or {:error, results} where each result has reason "malformedRequest".
Unknown fields are ignored.

  



    

  
    
      
    
    
      field(name, type, opts \\ [])


        (macro)


        
          
        

    

  


  

Declares one field. See the module documentation for options.

  



  
    
      
    
    
      model_fields(module)



        
          
        

    

  


  

      

          @spec model_fields(module()) :: [Arc.Schema.Field.t()]


      


The fields of any struct module: declared fields for an Arc schema, otherwise inferred from the
struct's defaults (for example a Chronicle read model). An nil default is inferred as a string,
matching how Chronicle registers it.

  



  
    
      
    
    
      schema(list)


        (macro)


        
          
        

    

  


  

Groups field/3 declarations and defines the struct, so %__MODULE__{} can be used in the
functions that follow.

  


        

      


  

    
Arc.Validation 
    



      
Builds validation results and evaluates declarative field rules.
Field rules come from field/3 options in a schema block (required, min_length,
max_length, email, matches, min, max, greater_than, less_than). The same rules
are written into the generated TypeScript validators, so the browser rejects what the server
would reject.
A command can add cross-field rules by defining validate/2, returning :ok or
{:error, results} built with error/2.

      


      
        Summary


  
    Functions
  


    
      
        error(message, members \\ [], opts \\ [])

      


        Builds an error result for the given members.



    


    
      
        rules(opts)

      


        The client-visible rule descriptors for a field's options, as %{name: "minLength", args: [3]}.



    


    
      
        validate_fields(struct, fields)

      


        Evaluates the declarative rules of every field in fields against struct.



    


    
      
        warning(message, members \\ [], opts \\ [])

      


        Builds a warning result.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      error(message, members \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec error(String.t(), [atom() | String.t()], keyword()) :: Arc.ValidationResult.t()


      


Builds an error result for the given members.
Arc.Validation.error("Already registered", [:name])

  



  
    
      
    
    
      rules(opts)



        
          
        

    

  


  

      

          @spec rules(keyword()) :: [map()]


      


The client-visible rule descriptors for a field's options, as %{name: "minLength", args: [3]}.

  



  
    
      
    
    
      validate_fields(struct, fields)



        
          
        

    

  


  

      

          @spec validate_fields(struct(), [Arc.Schema.Field.t()]) :: [Arc.ValidationResult.t()]


      


Evaluates the declarative rules of every field in fields against struct.

  



    

    

  
    
      
    
    
      warning(message, members \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec warning(String.t(), [atom() | String.t()], keyword()) ::
  Arc.ValidationResult.t()


      


Builds a warning result.

  


        

      


  

    
Arc.ValidationResult 
    



      
One validation outcome, carried in the command and query result envelopes.
reason is an open set ("rule", "concurrencyViolation", "constraintViolation",
"validatorFailed", "dependencyUnavailable", "malformedRequest", "frameworkFailure");
clients must tolerate values added later.

      


      
        Summary


  
    Types
  


    
      
        severity()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        severity_value(atom)

      


        The numeric wire value of a severity.



    


    
      
        to_wire(result)

      


        Converts a result to its wire map.



    





      


      
        Types


        


  
    
      
    
    
      severity()



        
          
        

    

  


  

      

          @type severity() :: :unknown | :information | :warning | :error


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.ValidationResult{
  members: [atom() | String.t()],
  message: String.t(),
  reason: String.t(),
  reason_detail: String.t() | nil,
  severity: severity(),
  state: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      severity_value(atom)



        
          
        

    

  


  

      

          @spec severity_value(severity()) :: 0..3


      


The numeric wire value of a severity.

  



  
    
      
    
    
      to_wire(result)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: map()


      


Converts a result to its wire map.

  


        

      


  

    
Arc.Application 
    



      
The runtime of one Arc application: discovery, configuration and the processes that serve
observable queries.
defmodule MyApp.Arc do
  use Arc.Application, otp_app: :my_app
end
Start it in your supervision tree, after the Chronicle client:
children = [
  {Chronicle.Client, ...},
  MyApp.Arc
]
There is no global configuration. Everything is scoped to the application module, so tests
and several Arc applications in one VM stay isolated.
Options
Options are given to use and merged over config :my_app, MyApp.Arc, [...].
	:otp_app - (required) the OTP application whose modules are scanned for commands and
read models (anything defining __arc__/0)
	:artifacts - an explicit list of modules instead of scanning :otp_app
	:route_prefix - default "api"
	:segments_to_skip - leading module-name segments dropped from routes, slice locations
and proxy folders; default 1 (the application name)
	:chronicle - options given to every Chronicle call, for example [client: MyApp.Chronicle]
	:authentication - a list of Arc.Authentication handler modules, run in order
	:policies - [name: PolicyModule] for Arc.Policy
	:filters - Arc.Filter modules: cross-cutting rules that run for every command and query
	:tenant_header - default "x-cratis-tenant-id"; the header the :header tenancy resolver
reads, and the fallback of the :subdomain one
	:tenancy - how the tenant is resolved, see Arc.Tenancy: resolver (:header, :query,
:claim, :subdomain, :fixed, :development or a module), header, query_parameter,
claim_type, base_domain and tenant_id. A named tenant also selects the Chronicle
namespace of every call made through the context
	:correlation_header - default "x-correlation-id"
	:max_body_bytes - request body limit; default 1_000_000
	:introspection - who may read the discovery routes (/.cratis/commands, /.cratis/queries,
/.cratis/identity-details/schema, /.cratis/users, /.cratis/tenants): :authenticated
(default), :anonymous or false to remove them. /.cratis/me is not affected
	:expose_exceptions - include exception messages and stack traces in results; default
false, which replaces them with a generic message (the detail is always logged)
	:identity_details - the Arc.Identity.Provider module to use; by default the single
provider found in :otp_app. Without a provider /.cratis/me is not served
	:trust_forwarded_identity_headers - let Arc.Authentication.MicrosoftIdentityPlatform accept the
x-ms-client-principal* headers; default false. Enable only behind an ingress that
authenticates callers and strips client-supplied identity headers
	:forwarded_identity - signed forwarded identity, see Arc.Identity.SignedForwarding:
enabled, audience, keys: [[key_id:, secret_base64:]]
	:on_behalf_of - acting on behalf of a user, see Arc.Identity.OnBehalfOf: enabled, issuer,
audience, service, clock_skew (seconds), signing_keys: [[key_id:, public_key_pem:]]


      


      
        Summary


  
    Functions
  


    
      
        artifacts(app)

      


        The artifact descriptors of an application: %{commands: [...], read_models: [...]}.



    





      


      
        Functions


        


  
    
      
    
    
      artifacts(app)



        
          
        

    

  


  

      

          @spec artifacts(module()) :: %{
  commands: [Arc.Descriptor.t()],
  read_models: [Arc.Descriptor.t()]
}


      


The artifact descriptors of an application: %{commands: [...], read_models: [...]}.

  


        

      


  

    
Arc.Context 
    



      
Request-scoped facts handed to every command, query, validator and policy.
Arc has no dependency injection container. Handlers call Repo, context modules and
Chronicle directly, and receive the caller's facts through this struct. The same values are
set as Logger metadata while the artifact runs (:arc_correlation_id, :arc_tenant).
	:application - the Arc.Application module running the artifact
	:principal - the Arc.Principal of the caller
	:tenant - the resolved tenant, or nil
	:correlation_id / :causation_id - tracing identifiers (correlation is echoed on the response)
	:metadata - free-form map; copied to the Chronicle append as causation properties
	:deadline - monotonic millisecond deadline, or nil
	:provided - values returned by the command's provide/2
	:allowed_severity - the highest non-blocking validation severity the caller accepts
	:chronicle - options passed to every Chronicle.append/3 (for example client:); for a named
tenant it carries that tenant as the Chronicle namespace:
	:query - while a query runs, what the caller asked for: %{page:, page_size:, sort_by:, sort_direction:} (sort_by is the camelCase wire name). A query that pages in the database
reads it, for example Arc.MongoDB.page/3


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        expired?(context)

      


        Whether the deadline, if any, has passed.



    


    
      
        new(opts \\ [])

      


        Builds a context, generating a correlation id when none is given.



    


    
      
        new_correlation_id()

      


        Generates a canonical lowercase UUID v4 string.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Context{
  allowed_severity: integer(),
  application: module() | nil,
  causation_id: String.t() | nil,
  chronicle: keyword(),
  correlation_id: String.t() | nil,
  deadline: integer() | nil,
  metadata: map(),
  principal: Arc.Principal.t(),
  provided: map(),
  query: map(),
  tenant: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expired?(context)



        
          
        

    

  


  

      

          @spec expired?(t()) :: boolean()


      


Whether the deadline, if any, has passed.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Builds a context, generating a correlation id when none is given.

  



  
    
      
    
    
      new_correlation_id()



        
          
        

    

  


  

      

          @spec new_correlation_id() :: String.t()


      


Generates a canonical lowercase UUID v4 string.

  


        

      


  

    
Arc.Notifier 
    



      
Tells observable queries to run again.
Queries declared with @observe watch: [Model] re-run when Chronicle reports a change to
that read model. For anything else, declare @observe topics: ["authors"] and call
notify/2 when the data changes:
Arc.Notifier.notify(MyApp.Arc, "authors")
Subscriptions are processes registered in the application's Registry, so notification works
across processes on a node. Cluster-wide fan-out is the application's choice: broadcast with
Phoenix.PubSub (or :pg) and call notify/2 in the receiving handler on each node.

      


      
        Summary


  
    Functions
  


    
      
        notify(app, topic)

      


        Notifies every observable query subscribed to topic on this node.



    





      


      
        Functions


        


  
    
      
    
    
      notify(app, topic)



        
          
        

    

  


  

      

          @spec notify(module(), term()) :: :ok


      


Notifies every observable query subscribed to topic on this node.

  


        

      


  

    
Arc.Pipeline 
    



      
Runs commands and queries: authorize, bind, validate, provide, handle, record.
This is what the HTTP host, LiveView, Arc.Test and Arc.execute/3 all call, so a rule is
implemented once and holds on every path.
Telemetry events are emitted around each run:
	[:arc, :command, :start | :stop] with %{command: module, correlation_id: id} (stop adds success?)

	[:arc, :query, :start | :stop] with %{read_model: module, query: name, correlation_id: id}



      


      
        Summary


  
    Functions
  


    
      
        execute_command(command_module, input, ctx, opts \\ [])

      


        Executes a command.



    


    
      
        execute_query(descriptor, query, args, ctx, opts \\ [])

      


        Executes a query.



    





      


      
        Functions


        


    

  
    
      
    
    
      execute_command(command_module, input, ctx, opts \\ [])



        
          
        

    

  


  

      

          @spec execute_command(module(), map() | struct(), Arc.Context.t(), keyword()) ::
  Arc.CommandResult.t()


      


Executes a command.
input is a wire map (string keys, camelCase) or an already-built command struct.
Options
	:validate_only - authorize and validate, but do not provide or handle


  



    

  
    
      
    
    
      execute_query(descriptor, query, args, ctx, opts \\ [])



        
          
        

    

  


  

      

          @spec execute_query(
  Arc.Descriptor.t(),
  Arc.Descriptor.Query.t(),
  map(),
  Arc.Context.t(),
  keyword()
) ::
  Arc.QueryResult.t()


      


Executes a query.
args is a map of raw argument values keyed by wire name (matched case-insensitively).
Options
	:page, :page_size - zero-based page and page size, applied to lists
	:sort_by, :sort_direction - field name (camelCase) and :asc or :desc


  


        

      


  

    
Arc.Principal 
    



      
The authenticated caller of a command or query.
Built by an Arc.Authentication handler from whatever your application already uses to
authenticate (phx.gen.auth, a token plug, a reverse proxy). Arc never invents a second
authentication system.
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        t()

      


    





  
    Functions
  


    
      
        acted_on_behalf_of?(principal)

      


        Whether another identity is acting on behalf of this principal.



    


    
      
        actor(principal)

      


        The identity acting on behalf of this principal, or nil.



    


    
      
        anonymous()

      


        The anonymous principal.



    


    
      
        in_any_role?(principal, wanted)

      


        Whether the principal has at least one of the given roles.



    


    
      
        new(id, name, opts \\ [])

      


        Builds an authenticated principal.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.Principal{
  actor: t() | nil,
  authenticated?: boolean(),
  claims: %{optional(String.t()) => String.t() | [String.t()]},
  id: String.t() | nil,
  name: String.t() | nil,
  roles: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      acted_on_behalf_of?(principal)



        
          
        

    

  


  

      

          @spec acted_on_behalf_of?(t()) :: boolean()


      


Whether another identity is acting on behalf of this principal.
In an on-behalf session the principal is the represented user (who decides what the request may
do) and actor is who is actually acting. roles never include the actor's roles.

  



  
    
      
    
    
      actor(principal)



        
          
        

    

  


  

      

          @spec actor(t()) :: t() | nil


      


The identity acting on behalf of this principal, or nil.

  



  
    
      
    
    
      anonymous()



        
          
        

    

  


  

      

          @spec anonymous() :: t()


      


The anonymous principal.

  



  
    
      
    
    
      in_any_role?(principal, wanted)



        
          
        

    

  


  

      

          @spec in_any_role?(t(), [String.t()]) :: boolean()


      


Whether the principal has at least one of the given roles.

  



    

  
    
      
    
    
      new(id, name, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), keyword()) :: t()


      


Builds an authenticated principal.

  


        

      


  

    
Arc.Authentication behaviour
    



      
Authentication handlers turn an incoming request into an Arc.Principal.
Handlers run in the order configured on the application. The first handler that recognizes the
request decides:
	{:authenticated, principal} - the chain stops with that principal
	:failed - terminal; later handlers do not run and the caller gets a generic 401
	:anonymous - this handler did not recognize the request; the next one tries. Anonymous
is the final outcome only when no handler recognized the request.

Arc does not authenticate users itself. The default handler, Arc.Authentication.FromAssigns,
reads a principal your own plug assigned, so phx.gen.auth, token plugs and reverse proxies
keep working unchanged.
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        authenticate(t)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      authenticate(t)



        
          
        

    

  


  

      

          @callback authenticate(Plug.Conn.t()) ::
  {:authenticated, Arc.Principal.t()} | :failed | :anonymous


      



  


        

      


  

    
Arc.Plug 
    



      
The Arc HTTP contract on Plug.
Add it to a Phoenix endpoint, before the router, or to any Plug pipeline:
plug Arc.Plug, application: MyApp.Arc
Requests that are not Arc routes pass through untouched, so the plug can sit in front of the
rest of your application. It serves:
	POST command routes and POST <route>/validate
	GET and QUERY query routes, including paging and sorting
	observable queries as an HTTP snapshot, direct Server-Sent Events and direct WebSocket
	the multiplexed hubs: WebSocket at /.cratis/queries/ws and Server-Sent Events at
/.cratis/queries/sse with its subscribe and unsubscribe control routes
	/.cratis/commands, /.cratis/queries, /.cratis/me, /.cratis/identity-details/schema,
/.cratis/users and /.cratis/tenants

Routes are derived from module names: MyApp.Authors.Registration.RegisterAuthor becomes
POST /api/authors/registration/register-author with the default segments_to_skip: 1.
Use the plug after authentication has run (so Arc.Authentication handlers can see the
caller) and before Plug.Parsers is optional - Arc reads the body itself when it is unread.

      




  

    
Arc.Plug.Hub 
    



      
The multiplexed WebSocket hub at /.cratis/queries/ws.
One connection carries many observable-query subscriptions. Messages share an envelope with a
PascalCase type (Subscribe, Unsubscribe, QueryResult, Unauthorized, Error, Ping,
Pong, Connected), a client-assigned queryId, an optional revision and a payload.
A connection opens with Connected, whose payload is the server-assigned connection id. Each
subscription is authorized independently by the ordinary query pipeline: a denied
subscription ends with Unauthorized for its queryId without disturbing the others.
Revisions order operations for one queryId: a stale message is ignored, a duplicate is
idempotent, and an unsubscribe is remembered so a delayed subscribe cannot resurrect it.
Each subscription's transferMode shapes its emissions (see Arc.Plug.HubSession): full sends
snapshots, delta a snapshot and then change sets, anything else both on every emission.
The same protocol is served over Server-Sent Events by Arc.Plug.SseHub.

      




  

    
Arc.Plug.SinglePage 
    



      
Serves a single-page application: static files from a directory, and the index.html for
every other GET that accepts HTML, so client-side routes survive a refresh.
plug Arc.Plug, application: MyApp.Arc
plug Arc.Plug.SinglePage, root: "priv/static/app"
Place it after Arc.Plug so API routes are answered first. Paths under /api/ and
/.cratis/ are never served as the SPA.
Options
	:root - (required) the directory holding the built frontend, relative to the working
directory or absolute
	:index - the index document; default "index.html"
	:api_prefixes - path prefixes that must 404 instead of falling back; default ["/api/", "/.cratis/"]


      




  

    
Arc.LiveView 
    



      
The Arc commands and queries, called in-process from a LiveView.
LiveView does not use the HTTP contract or generated TypeScript: it calls the same pipelines
the HTTP host does, so authorization, validation and recording behave identically on both.
defmodule MyAppWeb.AuthorsLive do
  use MyAppWeb, :live_view
  use Arc.LiveView, application: MyApp.Arc

  def mount(_params, _session, socket) do
    {:ok,
     socket
     |> assign_observable(:authors, MyApp.Authors.Listing.Authors, :live_authors)
     |> assign_form(:form, MyApp.Authors.Registration.RegisterAuthor)}
  end

  def handle_event("validate", %{"command" => params}, socket),
    do: {:noreply, validate_form(socket, :form, params)}

  def handle_event("save", %{"command" => params}, socket) do
    case submit_form(socket, :form, params) do
      {:ok, _result, socket} -> {:noreply, put_flash(socket, :info, "Registered")}
      {:error, socket} -> {:noreply, socket}
    end
  end
end
Who is the caller
The principal is read from the socket's assigns each time a command or query runs, not once
at mount, so a signed-out or demoted user is caught on the next call. By default Arc reads
assigns.arc_principal, then assigns.current_scope.user, then assigns.current_user. Pass
principal: {Module, :function} to use Arc.LiveView to resolve it your own way; the
function receives the socket and returns an Arc.Principal.
Observable queries
assign_observable/5 keeps an assign current. The subscription is a process that ends with the
LiveView, and the application must be started (MyApp.Arc in your supervision tree).

      


      
        Summary


  
    Functions
  


    
      
        assign_form(socket, key, command, params \\ %{})

      


        Assigns an empty Phoenix.HTML.Form for a command under key. Pass params to prefill it.



    


    
      
        assign_identity(socket, key \\ :identity)

      


        Assigns the caller's Arc.Identity.Result (the same data GET /.cratis/me serves) under key.



    


    
      
        assign_observable(socket, key, read_model, query, args \\ %{}, opts \\ [])

      


        Keeps key current: assigns the data now (so the connected render never flashes empty) and
again whenever the query's watched read models change or its topics are notified. Before the
socket connects, it is a one-shot read.



    


    
      
        assign_query(socket, key, read_model, query, args \\ %{}, opts \\ [])

      


        Runs a query once and assigns its data to key, and the full Arc.QueryResult to
:<key>_result. A query that fails assigns an empty list or nil.



    


    
      
        context(socket, opts \\ [])

      


        Builds the Arc context for the current caller.



    


    
      
        execute(socket, command, opts \\ [])

      


        Executes a command through the full pipeline as the current caller.



    


    
      
        identity(socket)

      


        The caller's Arc.Identity.Result.



    


    
      
        submit_form(socket, key, params)

      


        Executes the command with params and updates the form under key.



    


    
      
        validate_form(socket, key, params)

      


        Validates params against the command (authorization, declarative rules, validate/2)
without recording anything, and assigns the form with its errors under key.



    





      


      
        Functions


        


    

  
    
      
    
    
      assign_form(socket, key, command, params \\ %{})



        
          
        

    

  


  

      

          @spec assign_form(Phoenix.LiveView.Socket.t(), atom(), module(), map()) ::
  Phoenix.LiveView.Socket.t()


      


Assigns an empty Phoenix.HTML.Form for a command under key. Pass params to prefill it.

  



    

  
    
      
    
    
      assign_identity(socket, key \\ :identity)



        
          
        

    

  


  

      

          @spec assign_identity(Phoenix.LiveView.Socket.t(), atom()) ::
  Phoenix.LiveView.Socket.t()


      


Assigns the caller's Arc.Identity.Result (the same data GET /.cratis/me serves) under key.
An anonymous caller gets a result with authenticated?: false. An application without an
identity provider gets empty details. Identity is presentation data, never an authorization
decision; commands and queries authorize themselves.

  



    

    

  
    
      
    
    
      assign_observable(socket, key, read_model, query, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec assign_observable(
  Phoenix.LiveView.Socket.t(),
  atom(),
  module(),
  atom(),
  map(),
  keyword()
) ::
  Phoenix.LiveView.Socket.t()


      


Keeps key current: assigns the data now (so the connected render never flashes empty) and
again whenever the query's watched read models change or its topics are notified. Before the
socket connects, it is a one-shot read.

  



    

    

  
    
      
    
    
      assign_query(socket, key, read_model, query, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec assign_query(
  Phoenix.LiveView.Socket.t(),
  atom(),
  module(),
  atom(),
  map(),
  keyword()
) ::
  Phoenix.LiveView.Socket.t()


      


Runs a query once and assigns its data to key, and the full Arc.QueryResult to
:<key>_result. A query that fails assigns an empty list or nil.

  



    

  
    
      
    
    
      context(socket, opts \\ [])



        
          
        

    

  


  

      

          @spec context(Phoenix.LiveView.Socket.t(), keyword()) :: Arc.Context.t()


      


Builds the Arc context for the current caller.

  



    

  
    
      
    
    
      execute(socket, command, opts \\ [])



        
          
        

    

  


  

      

          @spec execute(Phoenix.LiveView.Socket.t(), struct() | {module(), map()}, keyword()) ::
  {:ok, Arc.CommandResult.t()} | {:error, Arc.CommandResult.t()}


      


Executes a command through the full pipeline as the current caller.
Returns {:ok, result} when the command succeeded, otherwise {:error, result}.

  



  
    
      
    
    
      identity(socket)



        
          
        

    

  


  

      

          @spec identity(Phoenix.LiveView.Socket.t()) :: Arc.Identity.Result.t()


      


The caller's Arc.Identity.Result.

  



  
    
      
    
    
      submit_form(socket, key, params)



        
          
        

    

  


  

      

          @spec submit_form(Phoenix.LiveView.Socket.t(), atom(), map()) ::
  {:ok, Arc.CommandResult.t(), Phoenix.LiveView.Socket.t()}
  | {:error, Phoenix.LiveView.Socket.t()}


      


Executes the command with params and updates the form under key.
Returns {:ok, result, socket} on success, or {:error, socket} with the errors on the form.

  



  
    
      
    
    
      validate_form(socket, key, params)



        
          
        

    

  


  

      

          @spec validate_form(Phoenix.LiveView.Socket.t(), atom(), map()) ::
  Phoenix.LiveView.Socket.t()


      


Validates params against the command (authorization, declarative rules, validate/2)
without recording anything, and assigns the form with its errors under key.

  


        

      


  

    
Arc.LiveView.Form 
    



      
A command as a Phoenix form.
Arc.LiveView.Form implements Phoenix.HTML.FormData, so Phoenix.Component.to_form/2, <.form>
and the generated <.input> core component work with a command directly. Errors from the
Arc pipeline appear on the matching field, using the member names of the validation results.
Form values arrive as strings. Empty strings become nil for fields that are not strings, and
keys are snake_case field names, which Arc converts to the wire names it binds from.
You normally use it through Arc.LiveView.assign_form/4, validate_form/3 and submit_form/3.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(command, params \\ %{})

      


        A new, empty form for command, optionally prefilled with params.



    


    
      
        wire(command, params)

      


        Converts form params to the wire map the pipeline binds: snake_case keys become camelCase,
and blank values of non-string fields become nil.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Arc.LiveView.Form{
  action: atom() | nil,
  command: module(),
  errors: [{atom(), {String.t(), keyword()}}],
  params: map()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(command, params \\ %{})



        
          
        

    

  


  

      

          @spec new(module(), map()) :: t()


      


A new, empty form for command, optionally prefilled with params.

  



  
    
      
    
    
      wire(command, params)



        
          
        

    

  


  

      

          @spec wire(module(), map()) :: map()


      


Converts form params to the wire map the pipeline binds: snake_case keys become camelCase,
and blank values of non-string fields become nil.

  


        

      


  

    
Arc.ProxyGenerator 
    



      
Generates TypeScript proxies for the React frontend packages (@cratis/arc, @cratis/arc.react)
from the commands and read models of an Arc.Application.
Proxy generation is opt-in. Nothing is generated unless you run mix arc.gen.proxies or
configure the :arc compiler. A backend serving LiveView or an API to another client never
generates TypeScript.
# mix.exs
def project do
  [
    # ...
    compilers: Mix.compilers() ++ [:arc],
    arc: [application: MyApp.Arc, output: "assets/src/arc"]
  ]
end
What is generated
One file per artifact, in a folder that mirrors the module namespace after the leading
segments_to_skip segments:
	a command module becomes a Command class with its interface, route, roles, property
descriptors, client-side validator and a use hook
	each query of a read model becomes a QueryFor (or ObservableQueryFor) class with
parameters, sorting helpers and the use, useWithPaging, useSuspense and when hooks
	each model and nested schema becomes a class with @field decorators
	the identity provider's details type becomes a class too, to pass to IdentityProvider.getCurrent
or useIdentity
	an index.ts per folder re-exports the generated files

The output follows the C# proxy generator's templates, so the frontend packages consume it
unchanged.
Safety
Every generated file starts with // @generated by Cratis. Source: <module>. Hash: <sha256>.
A file without that marker is never overwritten, and stale cleanup deletes only files that
carry it. Output is deterministic: generating twice produces identical bytes, and an unchanged
file is not rewritten.
Options
Read from arc: in mix.exs, or given as flags to mix arc.gen.proxies.
	:application - the Arc.Application module (required)
	:output - the directory to generate into (required)
	:layout - :namespace (default) mirrors the module namespace under :output;
:colocated writes each proxy beside the source file of its module, so :output is the
root that holds your Elixir and your React code, for example "lib". See
Vertical slices
	:remove_stale - delete generated files for artifacts that no longer exist; default true


      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Functions
  


    
      
        generate(application, opts)

      


        Generates proxies into output.



    


    
      
        render(application, options \\ [])

      


        Renders every proxy without touching the file system. Returns files with a path relative to the output
directory, the source module, and the TypeScript body.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  written: [String.t()],
  unchanged: [String.t()],
  removed: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      generate(application, opts)



        
          
        

    

  


  

      

          @spec generate(module(), keyword()) :: {:ok, result()} | {:error, [String.t()]}


      


Generates proxies into output.
Options
	:output - the directory (required)
	:layout - :namespace (default) or :colocated
	:root - for :colocated, the directory source folders are relative to; defaults to :output
	:remove_stale - default true
	:dry_run - report what would change without writing


  



    

  
    
      
    
    
      render(application, options \\ [])



        
          
        

    

  


  

      

          @spec render(module(), keyword()) :: [Arc.ProxyGenerator.Artifact.t()]


      


Renders every proxy without touching the file system. Returns files with a path relative to the output
directory, the source module, and the TypeScript body.

  


        

      


  

    
Arc.Test 
    



      
ExUnit support that runs the real Arc pipelines against Chronicle's in-memory kernel.
defmodule MyApp.RegisterAuthorTest do
  use Arc.Test.Case,
    application: MyApp.Arc,
    event_types: [MyApp.Authors.AuthorRegistered]

  test "registers an author", %{arc: arc} do
    result = Arc.Test.execute(arc, %MyApp.Authors.RegisterAuthor{id: "...", name: "Ada"})

    Arc.Test.assert_success(result)
    Arc.Test.assert_appended(arc, MyApp.Authors.AuthorRegistered, event_source_id: "...")
  end
end
Validation, authorization, binding and the Chronicle append all run for real; nothing is
mocked. Reactors and reducers run synchronously after each append, as in Chronicle.Testing.
Each test gets its own kernel, so async: true is safe.

      


      
        Summary


  
    Functions
  


    
      
        assert_appended(scenario, matcher, opts \\ [])

      


        Asserts an event was appended. See Chronicle.Testing.Assertions.assert_appended/3.



    


    
      
        assert_forbidden(result)

      


        Asserts the caller was not authorized.



    


    
      
        assert_invalid(result, member \\ nil)

      


        Asserts the result was rejected by validation, optionally for a member.



    


    
      
        assert_success(result)

      


        Asserts the command succeeded: authorized, valid and without exceptions.



    


    
      
        configure(application, client)

      


        Points application at a Chronicle test client for the duration of the test, so code that reaches
the application's own configuration (the HTTP host, LiveView) uses it. Restores the previous
configuration when the test exits. Not safe with async: true: configuration is global.



    


    
      
        execute(scenario, command, opts \\ [])

      


        Executes a command. Accepts the options of Arc.execute/3.



    


    
      
        principal(name \\ "tester", roles \\ [])

      


        An authenticated principal.



    


    
      
        query(scenario, read_model, name, args \\ %{}, opts \\ [])

      


        Executes a query. Accepts the options of Arc.query/5.



    


    
      
        refute_appended(scenario, matcher, opts \\ [])

      


        Asserts no matching event was appended.



    


    
      
        scenario(application, client)

      


        Builds a scenario for application using a Chronicle test client.



    


    
      
        wait_for_observers(scenario)

      


        Waits until Chronicle's in-memory observers have processed every appended event.



    





      


      
        Functions


        


    

  
    
      
    
    
      assert_appended(scenario, matcher, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_appended(
  Arc.Test.Scenario.t(),
  struct() | module() | (struct() -> boolean()),
  keyword()
) ::
  true


      


Asserts an event was appended. See Chronicle.Testing.Assertions.assert_appended/3.

  



  
    
      
    
    
      assert_forbidden(result)



        
          
        

    

  


  

      

          @spec assert_forbidden(Arc.CommandResult.t() | Arc.QueryResult.t()) :: true


      


Asserts the caller was not authorized.

  



    

  
    
      
    
    
      assert_invalid(result, member \\ nil)



        
          
        

    

  


  

      

          @spec assert_invalid(Arc.CommandResult.t() | Arc.QueryResult.t(), atom() | nil) ::
  true


      


Asserts the result was rejected by validation, optionally for a member.

  



  
    
      
    
    
      assert_success(result)



        
          
        

    

  


  

      

          @spec assert_success(Arc.CommandResult.t() | Arc.QueryResult.t()) :: true


      


Asserts the command succeeded: authorized, valid and without exceptions.

  



  
    
      
    
    
      configure(application, client)



        
          
        

    

  


  

      

          @spec configure(module(), atom()) :: :ok


      


Points application at a Chronicle test client for the duration of the test, so code that reaches
the application's own configuration (the HTTP host, LiveView) uses it. Restores the previous
configuration when the test exits. Not safe with async: true: configuration is global.

  



    

  
    
      
    
    
      execute(scenario, command, opts \\ [])



        
          
        

    

  


  

      

          @spec execute(Arc.Test.Scenario.t(), struct() | {module(), map()}, keyword()) ::
  Arc.CommandResult.t()


      


Executes a command. Accepts the options of Arc.execute/3.

  



    

    

  
    
      
    
    
      principal(name \\ "tester", roles \\ [])



        
          
        

    

  


  

      

          @spec principal(String.t(), [String.t()]) :: Arc.Principal.t()


      


An authenticated principal.

  



    

    

  
    
      
    
    
      query(scenario, read_model, name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec query(Arc.Test.Scenario.t(), module(), atom(), map(), keyword()) ::
  Arc.QueryResult.t()


      


Executes a query. Accepts the options of Arc.query/5.

  



    

  
    
      
    
    
      refute_appended(scenario, matcher, opts \\ [])



        
          
        

    

  


  

      

          @spec refute_appended(
  Arc.Test.Scenario.t(),
  struct() | module() | (struct() -> boolean()),
  keyword()
) ::
  false


      


Asserts no matching event was appended.

  



  
    
      
    
    
      scenario(application, client)



        
          
        

    

  


  

      

          @spec scenario(module(), atom()) :: Arc.Test.Scenario.t()


      


Builds a scenario for application using a Chronicle test client.

  



  
    
      
    
    
      wait_for_observers(scenario)



        
          
        

    

  


  

      

          @spec wait_for_observers(Arc.Test.Scenario.t()) :: :ok


      


Waits until Chronicle's in-memory observers have processed every appended event.

  


        

      


  

    
mix arc.gen.proxies 
    



      
Generates TypeScript proxies for the React frontend. Proxy generation is opt-in.
mix arc.gen.proxies
mix arc.gen.proxies --application MyApp.Arc --output assets/src/arc
mix arc.gen.proxies --check
Options
	--application - the Arc.Application module; defaults to arc: [application: ...] in mix.exs
	--output - the output directory; defaults to arc: [output: ...] in mix.exs
	--layout - namespace (default) or colocated; defaults to arc: [layout: ...]
	--check - write nothing; exit with an error when the proxies on disk are out of date.
Use it in CI to keep committed proxies current.
	--no-remove-stale - keep generated files of artifacts that no longer exist

See Arc.ProxyGenerator.

      




  

    
mix compile.arc 
    



      
Regenerates TypeScript proxies after each compile. Opt in by adding the compiler:
def project do
  [
    # ...
    compilers: Mix.compilers() ++ [:arc],
    arc: [application: MyApp.Arc, output: "assets/src/arc"]
  ]
end
Without arc: [application: ..., output: ...] the compiler does nothing, so adding it to a
project that does not use React is harmless. Under mix phx.server, Phoenix's code reloader
runs the project's compilers, so proxies follow your edits.
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